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' 

-:i1'Um1-rfl~111fl 

b.m m1~-:in161-:i?11mbi"IV1tl 

b.m.(9) i1m1tJfotJ1-:ibb'U1V11-:in6m1~-:in161-:i~1'Um/ 
' 

n6ll.flru6Vl bbi;:i~1?1111fl1ilru6Vl?11mb i"IVJtl 1 '!XntJ'VlL11 CJ 
' ' .::::ii 0 I 0 .r:::i. 

b.m.® :l.Jfl11'U11~tJtJ?f11?f'UbVli"l:l.J16lJ1CJ\111b'U'Ufl11 

b.m.m m161iel:i.JU11'1?11mbi"IVltl 1111mtii"l1~bfl~el'li1el/ 
' 

f11.flru'1 bU'U 1 uel~1-:ii1u1~~V15mi"l 
' 

b.m.C§:'. 1tii"lCJ1rni;:i/eltJmru?11mbi"lVJtl1tii"lmtJ1i;:i61Jm 
' 

1i"l. tJ1~"i11~1'UVi'i"l i1fl11&.Ji"l~el:i.J 1 'Wm1~-:ifl6i'tJ~'l°J1CJ 
~ " 

b.m.ct ~111v111Jru~11CJfl11CJ1/b16lJJlru'1 f11Jlru6Vl bbi;'l~ 
v ' 

bfl~el-:ii'.lel bb i"IVl tl~i1f111&.J"i11 b lJ'U 

b.m.b rl1Vl'Um1CJfl11bfl~B'li'.lmbi"IVltl/CJ1/b16lJJlru6Vl 

b ~elm 11 el -:i-rtJ ?I m'U fl 11ru-~1tJ ~?I el\11 fl iK el'! n tJ bbe.J'Uu ijtJ11m1 

61Jel'I Vl1. 

Q.I 0 Q..I .:::;:,I .c:::il I Q...I 

b.m.~ fl11"il \11V11tJ qj6ll11 CJ(l~ bel CJ\11 bb '\lli;'l'I fl11"il \11'\111 CJ1 

n6ll.flru'1 elumrum1bb i"IVltl "i11flmfibelfl6ll'U~bf1CJl?l1b iJ'Um1 
' Q.J~~i.I JI 1 

:l.J1"il\1lbfltJ biJ'U61Jel:l.J(li"l'U~1'U 'U1~tJtJ?f11?f'Ub Vli"l i"l1. " ~ 

b.@:'. fl11~'1fl6i'tJ?f1C.lbb i"IVl tl 

b.@:'..(9) i11tii"ICJ1tJ1i;:ii"l~mrntJmruV11-:im1bbi"IVJtl 
' 

..:::It. 'i.I v 
fl11tJ 1fl11Vl 1'Ifl11 bb i"IVl CJ \111'U fl111fl~1i"lCJ1tJ 1 (l 

1 'W ~1'U~VlL11CJ-rtJ~1116ll eltJ el~ 1-:i fl 1tJ ti'1'U ~ 1:1.J b fl ru6Vl 
~ 

..:::It. 6' ii I 0 Q.J f' 

fl11tJ1 fl11Vl1'1 fl1 "j bb i"IVl CJ \111'U fl11?1'Ifl1i;'l '1?11CJ bb i"IVlCJ 

1 'U~1'U~Vltl1 CJ1tJ~\116lleltJel~1'1fl1tJtll'U\Pll:l.J bfltu6Vl 
~ 

"' 0 Vlfl1'\ll'U\11 

Cito 6" ii I Q.J t{ 

fl11tJ "j fl 11Vl 1'1fl11 bb i"IVl CJ \111'U fl 11?1'Ifl(ltJ?I1 CJ bb i"IVl CJ 

1 'U~1'U~VlL11 CJ fo~\116lleltJ el~1'1el~1-:Jfl"jtJ tll'U\Pll:l.J 
~ 



- \vo -

b.C§:'..\v 'Urimm?l1mb~VJ~i1ri11:1..1~ri11:1..1"111mru 1 'Llm1 
' " ., 

bfl~eJ'U~1EJ~u1EJ m1LJilu~m1'li1EJ~1~bdeJ~l'i'mm~bdeJ~?l~ 
" ~ " d iJ' ~ d 

b.C§:'..m w111m~';(J1EJm1mbb'1~b~:i..J"tl~ri11:1..1?11m1t1 
" 

1'Llm1bri~eJ'U~1EJ~u1EJ1 LJ~n16l~~i;iVJni..!1CJ"tleJ~ VJ1. 
" " ' 

b.ct b16l11"11?l~fll'i'J1 bb'1~fl11iJ'U 
b.ct.® eJ'U1:i..JVl6l'fl?l~1~EJ1'U1'1b16111"11?l~fll'i'J1bb'1~ 

" ' ' ' .::;::,,. ~ .c::t, 0 dd iJ' 

fl11'U'U b~m~:i..J';(J1'Ul'LI~EJ1'U1'1VJ:i..Jri11mri11:1..1?11m1t1 
" 

10.cr.tv ~11';(1?leJ'U?im1t1.fl1~~LJfju~~1'LI1'Llmml"l 

~1:1..J1~1eJ'UeJ~1~i1LJ1~~VJ5Jl1~ 

' ' d QJ Q.J .c::t, Q.J .::::.. d 

bflEJ1fl'UeJ1fl11"1EJ1'U Vl1. bb'1~?l'U'U?l'U'Ubbe.J'U'U1.flEJfl11'U'UVl Vl1. 
' 

';\J~Vh 1 'LleJ'U1fl~ 

I -=:ii 0 .c::t. d Q.J .c::t, 

- 'Vl'U1EJ:l..Jfl11~1 b 'U'Ufl11bflEJ1fl'Ufl';(Jfl11:1..J 

fl11'U~fl11Vl1~fl11bb~Vl~~1'Ufl11b16l11"11?l~fll'i'J1 
bb'1~m1iJ'U 1 mi1'U~V1t11 EJ-r'U e:l~611eJ'U eJ ~1~1"11'\Jtll'U 

"" ... 0 

m:1..1 bb 'LI1Vl1~Vlfl1'Vl'U~ 



ill ... 
@. ~1'Un1';i'U';i,,,1';i 

b ~e:i n1vt'U~1 ~ t1'lJ1~?l.:irh~~u e:i.:irim~.rrVI b 'OJ'U 
' 

bb61~?leJVlfl~ e:i.:inu m1v11.:i1'U 1~fl'1b ~'OJJ\'1mutJ1~mru 
Q.I d 0 I d ..:::., ff 

bb61~VJ1'1"jCJ1n1Vln1Vl'UVleJCJ1'1bVl:l.J1~?l:W :Wfl111bfl11~Vl 

m1:wb~M~.:i'OJ1nu'OJ'<ilCJmCJ1'Ll bb61~.fl1CJ'Ue:in ~m'OJiJ 
(:.Ji;in1~V1ul'ie:in11u11i;i1'~t1tJ1~?l'IA'l.le:i.:ie:i.:irin1 

' ' 

11 QI d 
I!!. mum':i~~11..:i':i::uum':ili'le>m':i 

d fftl d d ti 

- :Wn1111'1CJVl5~1?1~1Vl1'Un11?leJ?l11'/JeJ'I Vl1. Vl?leJVlfl61e:J'I 
' 

nu CJVl5m?l~~ Vl1. bb61~'U 1CJ'U1CJ'l.leJ'I (:.J'U. Vl1. 
' 

- iJm1n1vt'UV1bu1tJ1~61.:iri 1'11~1'V1 bb61~m1tJ1~biJ'U(:.J61 
bb(:.J'UtJi)u~116/Jm1 

- iJm1n1vt'UV1bb(:.J'UtJ5u~116/Jm1tJw"il1tJ~?le:iV1ri~e:i.:inu 
'ti d 

CJVl5~161~1Vl1'Un11?leJ?l11'1.leJ'I Vl1. 
' 

- iJm1n1vt'UV1n'OJm1:w 1~tJ1~?l.:iri bu1vtmCJ ~-ru~~6/Je:iu 

bb61~m1tJ1~biJ'U(:.J61 

n11fl1'Ufl:W.fl1CJ 1 'Ll 
' 

' ~ 

- lJfl11rl1Vl'UVl/'<ilVlvl1fl11fl1'Ufl:W.fl1CJ 1 'Ll bb61~:W1~1fl11fl1'Ufl:W 
' ' 

mCJ 1 'Ll~t'ln~ e:i,:i bb61~b.y;CJ'l'V'jeJ ?1'1vi-rum1muri:wm1:wb~CJ'I 
~ ' ' ,, 

.. = "" 
Vlm'OJ bnVl'l.l'U 

'Ll1CJ'U1CJ 

- iJm1ri1CJV1BV1'Ll1CJu1CJm1n1nuV1bb61e:i.:irimcim1tJnu'11 
~ ~ ~ 

b~e:i1~vitl1CJl'i1.:i 1 'l.lm m. i'Jrn1:w'\"j~e:J:w1'UJ11'Um1 - iJm1n1vt'UV1bb'U1v11.:i1'LlnT~i'<ilV11~utrn11~e:i?l111~iJ 
~e:im1 m.!u?l'4'Llfl1Tll5u~.:i1'U~1:wm1n'OJ 11:w~.:i 1Jl-ru tb~~Vl5m'\"j tJ~mrubr;CJ.:J'\"jeJ bb61~i'Jci1'U'li1CJ1 'Llm111.:Jbb(:.J'U 

fl11Tiw.J'U1bb61~b?l~:W?l~1'11~'U'Ufl11~eJ6111/bfl~eJ'lile:i ~1 'lvt'W'11 'U n11~Vll'i eJ~eJ?l111~VlrJ1'1vt'l11 CJl'i1,:i 1 
~e:im11~b.y;CJ.:J'\"je:J~1:w~V1rn1:w?l1m1t1~~e:i.:im1~1:w - vit11CJn16Y.:iTu1Jl-rum1Yrw.1mbb61~b?l1:w1~iJbfl~e:i.:iile:i~e:i?l11 

ff d d dtl ff 

CJVlnPn?l~1'1.le:i.:i m. b'l"j CJ.:J'l"je:J~1:w'l.IV1f111:wmm1t1V1~mm1~1:wCJV1nPn?l~1'1.lm Vl1. 
' ' 

11 ~QI .c:i.1 dead 
m. ~11'Un1':iLn'U':in'~1bb~::m':ib'Un~1mfl':ieJ..:i~e>li'le>li'11':i 

b~e:i 1 ~bri~e:i.:iile:i~e:i?l11~ bnu-rmniJ"il1'U1'Ll bb61~ 
fl.fn'\"j~t'Jn~e:i.:i '\"j~e:im111 tJ1i.:i1'U1J\'~i;ie:iVI b 1m 

~ 

11:w~.:i 1~m1b tJ n~1CJ bfl~mile:i~e:i?l11b tJ'U 1 tJJi'1CJ 

- ~e:iCJ61~fl11:w?1'1b ~'OJ 1 'Llm1'<ilV1vt1CJV1 htJmruJ11'Um1~e:i?l11 
' 

m:w 1fl1.:im1~1Jl-ru m1e:i'UiJ~1 mbl'ii;i~tJ.:itJtJ1~mru btJ'U 1 tJ 
' .. 0 

~1:Wbb(:.J'U'l1'UVln1Vl'UVl 

ti ti d di di d I 

- 1eJ CJ 61 ~fl11:l.J'l"j1eJ:W'l.I eJ'I bfl1 eN:WeJ?l eJ?l11 fl11:W b '\"jCJ'J'\"jeJ ~ eJ 

fl11:W ~ eJ'I n11 bb61 ~fl11:WVl'U?liJ CJ'l.leJ'I bfl'1e:i,:iil eJ~eJ?l11 

- i11~uum1bnu-rrn'.'1'1bri~e:i.:iile:i~e:i?l11~iJtJ1~~V16m'\"j 
'\"j~e:im111tJ1i.:i1'U1J\'~i;ie:iV1b1m 

' ' d ..:::., Q.I ti ti di di .dil d 

- :Wn11'U1n11'0JVln11Vl1'U~1'U'l.leJ:W61'/JeJ'lbfl1eJ,:J:l.JeJ?leJ?l11Vl ... ~ 

vi'l.11 CJ-ru ~ V16/Je:iu ~iJtJ1~~V16 .fn'\"j bb61~Vl'U?liJ CJ 
d ..:::., I di di di .:::ilQ.I Q.J .::ii 

- :wm111.:i1~uum1bun'OJ1mme:i.:i:we:i?le:i?l11V1V1'U?l:WCJ :w 

tJ1~~V16n1'\"j 11V1b~1 t1n~e:i.:i~1m~buCJrnbi;i~~1.:i~1:wm1:w 
~ 

,, ' ' 
~eJ'ln11'/JeJ'IVl'U1CJ~1'1 1 
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er. ~1'U":i::b UEJUtl~U~nT:i~vm'l 
b~a1~Vli.11CJl'i1-:i ~ "IJB-:! Vl1. i1 1tl"il.V11-:im1 

~a?111 bb~~m11 -libri~a-:ii'.Ja~a?111b ll'Uu11V1~:01'U 
"' 

<r. ~1'L!n1'li'm~nfll1111tl~ei~.na'Vl1..:im":i~mn:i 
b ~a 1~m1~~191 a~a?1111~Vl11-:i'V!i.11 CJ:i1m1:w 

tl~a~.tlCJ 1 mbl'i~~.&'Uri11:w'1u bb~~bll'U 1 tl1?11:w 

"' ., b. m'L!n1":i'Ww.J'L!1Ufll~1n":i • 
b~a 1 ~V'l'WfN1'U~a?111 :Um1:w~ ri11:w"111mru1 'U 

'IJ ., 

m11 -libri~a-:ii'.Ja~a?111bbl'i~~"1JiJ~ b ll'UacJ1-:i~ bb~~ 
"ii~~ a-:itll)llii1?11:w~i'.J a m11ibri~a-:ii'.Ja~mn1acJ1-:i 
bfl~-:lfl-r~ 

- VJ1.:Ubafl?111 ~i'.Ja 1~bifoutll)llii~hum1~a?111~:Ub-dam 
Vl'U?lir CJ bb~~ b Vl:1J1~?1:wcl'1V!-ru m1tJl)u1i-:11'U 1 'Llu"il~U'U 

- :Um11?111"i1?1auVluVJ1'U bafl?111 ~na bb~~1~buCJut1lJu~ 
' ' i.I ~ I 0 

m'Ll m1?1a?111a CJ?lm b?l:W a 
'IJ 

- :U1~uum1m1"il?IB'Ub~1'V!i!1~~a?111 b~a1~b-LJ'1hbb~~ 
tll)lliim:w 1~buCJutll)u1it11~1il1VJ1-:im1~a?111 b~an1..ij~ 
m1:w~~vm1~ 1 'Llm1tll)u1i-:11'U 

.c::il 0 tj !V ~ 

- :wm1m'V!'Ll~ fl~ 1~b'UCJ'U VJ1-:im'Llm1?1a?111 bb~~m1 

-rmnm1:wtl~a~.tlCJVJ1-:im1~a?111 ~VJ'U?1iJm'Vl:w1~?1:wnu 
bVlfl b 'U fa~~1'Ufl11~8?111~b tl~CJ'Ubb tl~-:i 1 ti 
- i11~uum1ua-:in'Um1~~biJ~m1 1tln. ~1'Ufl11~a?111~ 

- 1~~'Ufl11:Wcl'1b~"ii1 'Llfl11~1b tJ'Ufl111?11:lJbbt:-J'Ufl11?1~1-:J 

ri11:wn11'V!i!1"1Ja-:iurimm 1 'Ll'VlU1CJ-:J1'U~n1'V!'U~ 
' 

- 1~~'Ufl11:Wcl'1b ~"ii 1 'Llfl11~1 b tJ'Ufl111?11:lJJ~'U'Ufl11tl1~tl'U 

rirun1V'l fl11tl fl au 1:w 
' 

- ~a CJ~~"1Ja-:iri11:wt:-i1?1 fl bb~ ~ m1:w'Vl'-:i'V'l a 1 "il"1Ja-:in161-:i'V'l~"1Ja-:1 
' 

V!i.l1m1'Ll 1 'Llm'V'l11:w 
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®· 'Ulau1afl1111~'Ufl.:itl~ei~.fi'a (Security policy) 

(9).(9) 'U 1tJu1tJm111~'Ufl-:itJi;:tei1?1Ji'tJ~1V1-ru - :Wm1n1Vl'U1?1VliatVJ1-:i bbm~ 1 Vf m1?1'U'u?t'U1.m11(>\'1b'Ll'Wm1 
' 

?f 11?f'Ub Vlial i11'Ufl1111~'U fl-:!Di:'t B\?1Jl tJ ~1Vl-r'IJ?f 11?f'Ub Vlia161JB-:!Vl-tl1 tJ b ~B 

~ 

v.:iflm 

lv.<9l 1fl1-:J?f~1-:!Vl1-:!~1'Ufld111~'Ufl-:!Di:'IB\?1JltJ 
mtJ 1 'WVli.11tJ-:i1'U 

Q, Q.I Q,.I dtC!li. d 

m. m-au-aV11'ali!~n1'a'Vl"a'rmfil'U"!lv.:lv.:lfln-a (Asset 

management) 

i;n.\v m1-.il1?1Vlm1?1VllJ?f11?f'UbVliat (Information 
" 

classification) 

(Human resources security) 

(( <9l.m1?1~1-:im111~'Ufl-:itli;:te:i1?1ntJne:i'Wm1~1-:i 
-:J1'U (Prior to employment) 

1VfblJ'U1 tJ~111Vl~ei?tei1?1fliKei-:inuoLJ'ein1Vl'U\?1Vl1-:in~Vl111tJ bbi:'t~ 
1~ bu tJ'Utlfl'U'1i~ b~ tJ1oLJ'ei-:ii11'Ufl1111~'Ufl-:Jtli;:t Bl?1tl tJ 

- iJm1-.il1?1fl11~1'Ufld111~'Ufl-:Jtli:'tB\?1JltJ~1Vl-r'U?f11?f'UbVlial 
6llB-:!VlU1tJ b-d'U fl11i:'t-:!rl1~-:J'Vl1J1Vim111fo~1?1"11B'IJ/f111i:'t-:!'U111 

- :Wm1u ~Vl11-.il1?1m1fl1111~'Ufl-:Jtli:'tei1?1n tJ ~1Vl-ru?111?f'Ub VJiat 

bbi:'t ~ eitJ f11rutJ1~mi:'tt:.Ji:'t?f11?f 'U b Vl iaf 6ll B-:!VlU1tJ~tlf1boLJ1 ~,:) 
' " 

tintl1~mi:'tt:.Ji:'t Vl~Btin 1 ~ 'Ufl11~1?1~B~B?f11fl'IJ'IJ~,;Vl Vl~B 
" " 
Vl-t11tJ-:!1'U.fl1tJ'UBf1 b6li'U m11-ti'Bb11~ 61JB-:!Vl1. 

- :W1~ b UtJ'Ul1ii'1 tJfld111Di:'IB\?1JltJ?f11?f'Ub Vlial l\l~'IJBf1~-:J 

oLJBrl1Vl'U\?1 bbi:'t~Vli;rf1fl1111 b~tJ-:!~1-:J 11 'Wf111b oLJ1~-:JoLJeJ~i:'t 

- :W1~titl1~?1-:i~ b ~e:i-Ue:i-:i n'WVJ-r~ ~~'U6lle:i-:iV1i.11 tJ-:i1m ~e:ii;:t\?1 
' 

fl1111b~tJVl1tJ~ml\l bn\?1~'U 1ii' b -d'U m1-.il1?1v11VJ~butJ'Ufl11 
' 

I I Q.J c( iJ' Q.J I 

e:JtJ1-:Jb'Vl111~?f11 b"ll'U fl1.fltu6Vl\?11'U?f11?f'UbVlial f1111\l\?1Vl1111?1Vl11 
' " tJ1~b.flVl fleJ11oW1b~eJ{ bfl~eJ-:Jtl~'Ub~eJ{ ii:'ti 

- :Wm1v11~11Jt1J111~1-:i b-tl'U b~eim1tl11-:i-rmn~tJmcl~1-:i1 
6lleJ-:JVl-t11 tJ (bbi:'t ~Vllll tJ-:!1'U.fl1 tJ'UeJf1)b .LJ11 l\l ~-:J'UVl'IJ1Vl bbi:'t~Vl,j' . . . 

.::.I Q.J ..::::.. .:::!A .:::ii Q..I Cl.. 

1Vlfld1111'\J t:.J(?)"ljeJ'LJ6lleJ-:J ~'Ubbi:'t~ b ~ e:Ji:'t\?1fl1111 b?f tJ-:J e:J'Ubf1\?11\l1 f1 

m16ll 111tJ m10'e:i 1n-:i bbi:'t~m11-tie:itJmru~1?11'~titJ1~?1-:i~ 
' ' 



cs'..® rn1?1~1-:if11111ii''Ufl-:itlmw1Ji'ci 1 'U1~V111-:i 
fl1T.;f1-:i-:i1'U (During employment) 

(Termination or change of employment) 

er. m1'61~1.:ifl1111ii''Ufl.:itl~eiflJ1aV11.:ima.n1'W 
bb~::~.:lbb 1fl~tl11 (Physical and environmental 

security) 
.:::ii. ..:;:,I ii ..:::ii Q.I Q.I 

ct. C9) 'U1 b1 U!'Vl \?) e:J'111fl111fl~1 f1111111'Ufl'I 

tl'1e:J(;]JlCJ (Secure areas) 

(Equipment security) 

0 A Q I 4 

fl1b'UWl1'U'tltl.:I bfl1tl'tl1E.1'6111'61'Ub Vlfl'tltl.:ltl.:iflfl';i 

(Communications and operations 

management) 

b.C9l fl1"Hl1Vl'U\;lillU1Vif11111-r'lJ~\;l~e:J'Ubb'1~ 

~'Ul?ie:J'Ufl11tllj'U1i'l1'U (Operational procedures 

and responsibilities) 

ti.® rn1'U~Vl11~(;lfl11 rn11 ~'U~fl11'1.le:J'I 

V!'Ll1ci-:i1'U.f11CJ'Ue:Jfl (Third party service delivery 

management) 

b.m fl1111'1bbi:.J'U bb'1~fl11m1'1-r'U'Vl-r~mm 

?111?1'Ub'Vlf'l(System planning and acceptance) 

.::::ii 0 Q.I I ii Q.I I d Q..I 

- 11rn1'V11?1 t1J t1J111'11'1 fl'lJVl'U1 ci-:i1'Um CJ'U e:i m vreJl?11~Vl'U fl 

ti-:i.n ci fl fl f1111 bb'1 ~u ruV11~ b~ ci1.LJm n'U f11111ii''U fl'ltl'1 e:i(;l.n ci 
' "' ' ' ilC!il Q.l.:::i.. c;f c;f ild Q.1.:::t, d 

Vl'U1'Vlf111111'lJi:.J(;l~e:J'lJ~'l1111~'1Vl'U1'Vlf111111'lJi:.J(;l~e:J'lJ'Vl 

i:.Jfl~'U'Vl1'1flflill111CI bb'1~ 1~\~CJ'U~ vl1f11111boLJ1 hb~Cldtl'U 
~ ~ ~ 

'U 1ci'lJ1Clf11111ii''Ufl'ltl61e:J(;]JlCJ'l.le:J'lill'Ll1CJ'l1'U 1111~'1 b~e:J'1(;1 
m111 b~ ci-:i e1'U bn (;lliJ1 fl m111~ (;l~m(;l 1'Urn1tllj'lJ1iVlu1~ 

' ,, 
i/ ..:::ii Q.I ..::i.. di! ..::i.. i.I 

Vl'U1'Vlf111l.J1'U i:.J(;J~eJ'lJ bb'1~'lJ'Vl'lJ1'Vl'IJe:J'll?i'U b11e:J?l'U?f (;l fl11'11'1 
' 

'11'U Vl~e:JlJfl11btl~CJ'Ufl11~1'1'11'U lil~~e:J'llJfl11Clflb~fl~'Vl~~ 
bflCI 1m1 tl'lJ'lJ~~'Vl Vl~e:Jill'Ll1 Cl'l1'Uil1Cl'Ue:Jfl~lJfl11vl1~t1Jt1J1 

' ii 

11'11'1 

- i1rn11'.Je:i-:in'Urn1?1ruV11ci rn1bn(;lf111m~ciV11cirn1~fl'IJ 111ci 
~ "' ~ 

Vl~e:i rn1~ m llmi:.J ci 1\;lci 1111~-r'Ue:i'U ru11?1'1.le:i,rn-r~ ~~'U'l.lm 
~ ' "' 

- i1rn111e:J'lJVlm ci-:i1'Ubb'1~~(;lv\'1~'U1?1 e:J'U rn1tllj'llii b~e:J 1 ~ 
rn1~1b'Ll'U-:i1'U~b~mimn'Ue:itlmrutl1~111'1i:.J'1?111?1'Ub'Vlf'1 

' 
b ll'U 1 tle:i~1-:i~fl~e:i-:ibb'1~tl61e:i(;]Ji'ci 

- lJfl11~(;lvl11111?11fl11-rfl~11~~'Uf11111ii''Ufl'ltl'1e:J\;1JlCJ'l.le:J'I 
rn Tu fi 'llii m'.h~ 1 (;] ci f11'U fl11~bb'1ill'Ll1 ci -:i1'Um ci 'U e:i flill1 e:i 

'U~~'Vl 1t'.fbll'U1 tl1?1111-ile:i1?1fl'1-:i~~ (;lv\'1111?1111~ t1Jt1J1~(;lte:i~(;l~1-:i ,, ... ., 
Vl1e:J'IJ'Ul?ie:J'Ufl111?1111il?le:J'U 

' ' 
- lJfl11~(;lvl1bbi:.J'Ufl111?111'1-r'Ub~e:J'1(;lf11111b~Cl'llil1flfl1111 
i.I I d Q.I 

'111bVl'11'1.le:J'l1~'lJ'lJ b~'U fl11'Vl(;l?fe:J'Ub~e:Jfl11Cle:J111'U (User 

Acceptance Test :UAT) fl11~'1flru~m111fl111?111'1-r'U 



- \vet -

b.cs:'. m1ilfl-:i n'U hhbbmii~hiLJ1::;61-:il'l~ 
(Protection against malicious and mobile 

code) 

b.ct fl11~11fl'loU'fl~~ (Back-up) 

..::::., CV ii ~ 
b.b rn1u1~11"il\?lfl11Vl1'1m'Wm1iiii'Wfl'I 

'Li~ fl\91.tl CJ~1~-ru bfl~fl~1 CJ"l.lfl'lmh CJ'l1'W 

b.gij m1~\?lm1~flm o&"l 'Um1u'UVin.LJ'fJii~ 
'\J 

(Media handling) 

b.~ fl11bb~m'Li~CJ'W611161'UbVll"l (Exchange of 

information) 

b.~ m161-r1-:i m1ii~'W fl-:i'Li~ fl \91.tl CJ ~1~-ru 
'U~fl11'51m1iivi1-:ifa~ nvi1fJ'Lln (Electronic • 
commerce services) 

- iJrn1~\?l~fl"lffl~l9i'bn1 .-bb~::5611161'WbVJl"l1 ~'Li~fl\91.tlff'il1nrn1 
tinv'hmCJ 1\91CJ"lffl~l91bb11vfl:WLJ1::;61-:il'l "ll-:ivi1-:infJ-:i~~b~fliJrn1 
'\J 

~\?l~fl1motilmb~bb~::;u-:iuLJ1::;mru 

fl11iitin~fl-:i61iiu1ru bb~::;m1ii~-rflii 1 i "l.leN611161'UbVll"l 
'\J '\J 

bb~::;fl'Li mruLJ1::;m~ ~~611161'Wb vii"! • 

- iJ rn1il mn'Wm1blJ\?lb~CJ m1b'Li~ CJ'Wbb'Li~-:ibbm "l.lm1~u~~fl 
rn1v11mCJvi-r~~~'Wm161mvil"l 1\91CJ bJ1~-r'Ufl'Wru1191bb~::;rn1 . ., 
- i1'W1CJ'U1CJ bb~::;m1911~1'W-rmnfl11ii~'Wfl'l'Li~fl\91.tlCJ"l.lfl'I ... 
611161'Wb vii"! bb~::5"1ffl~l91 bn1 ~iJrn1bb~m'Li~CJ'Wn'WmCJ 1 'W 

~tl1CJ bb~::;~iJrn1bb~m'Li~CJ'Wnu~tl1CJ-:i1'WmCJ'Wfln 
- iJm::;u1'Wm161-r1-:ifl11ii~'Wfl'l'Li~fl\91.tlCJ~1~fou~m1 
611161'Ub Vll"l.fl1CJ1 'W~tl1 CJ'l1'U 

b.®o fl11b~11::5l'IVl1'1~1'Wfl11il~'Wfl'ID~fl\91.tlCJ - lJfl11\9111"il~'Ufl"ilm1iirn1LJ1::;i11~t:-1~611161'WbVll"lvflii1~-ru 
(Monitoring) m~tlj1\91 1frJ1"il::5 b U'W~1CJ fl11U'U~flfl~~ b -U11 LJ1-U-:i1'U~1'W 

1::5'U'U ~~flU'UVinb~\91fl11rud1fli1fl11n1::5vl1fl11bD~CJ'UbbD~'I 
{l)/. n1';if11\Jf13Jn1'H-ii'1~.:i (Access control) • 

ilo o v ll.<:f 

gij, (9) "l.lfl fl1~'U\91611~1'U fl11fld'U flil fl11b"I.I1tl'I • 
611161'UbVll"l (Requirements for access control) 

(User responsibilities) 

access control) 

gil,ct fl11fl1'U ~ilfl11 b -U1;;i-:i1::;uuLJ nu&\ fl11 

(Operating system access control) 

• 

- ii rn1n1~'U\91 bb 'U1vi1-:iLJnu'1i1 'U rn1 b -U1;;i-:i611161'U b vii"! bb~::5 

bb'U1Vl1'11 oU'l1'U b~flfld'Uflilfl11boU1;;i'l611161'Ub Vll"l • 
- lJfl11fl1'Uflilfl11boU1(i'l1::5'U'U611161'UbVll"l bU~1::5~~1~fo 

• '\J 

fl'Uru1191 bb~1 bb~::;ilmn'Wrn1b -U1;;i-:i 1\91 CJ hJ1~-rufl'Uru1191 b "li'W 
q v q v 

fl11rl1~'U\?l~Vl~fl111 oU'l1'U~1'U1::5'U'U 
- iJrn1n1~'U\?luviu1vi~il'1~bm::;m1ii-ru~\91611fl'Ub~flilfl-:i 

n'Urn1b -U1;;i-:i 1\91CJ 1:W1~-rufl'Uru1191rn1blJ\?lb~CJ~~flrn1"l.I 1iiCJ . ., 
611161mvil"l bb~::5fl'LimruLJwii1~~~611161'WbVJl"l b"li'W f11i-:i~iJ • 
rn1n1~'U\?l~u1~~~ bbm::;uu b'<il1~il'1~ij,l -Uvi'11 'Li b u'U~'U 
- iJ rn1~61"iltl~'WE1''W 1'11u fl fl~ b ~flil fl'ln'W rn1b -U1;;i-:iu~ rn1 

'\J • 

Vl1'1 bfl~fl~1CJ 1\?lCJ 1:W1~fofl'Wtlj1\91 

- iJrn1rn1n1~'W\?lzjm:Jl oUbb~::;iJm::;u1'Wrn1rn1b -U11-U-:i1'W 
'\J 

bb~::;1::;~u~vi~"l.lfl'l~b-U11i (login) b~flD'fl'ln'Wrn1b -U1ii-:i 
'\J 

1::;uuLJ5u'1i rn11\91CJ1:W1~-ru m~t1J1191 



- \vb -

?111?1'\.Jb'Vll'l (Application and information 

access control) 

bb'1~fl11LJlju"~..:J1'Ulil1fl.f11V'Uflflfl..:JfOlfl1 

(Mobile computing and teleworking) 

li'l11li'l'!Jb'Vlfl (Information systems acquisition, 

development and maintenance) 

~-® -iffln1Vl'U~Ji'1mn1:u~t1fl..:i'Li'1fl~ilv611V1-ru 
1~'\J'U ?111?1'Ub VII'! 

~. 1v m1LJ1~m'1 [:..l'1 ?1Trnt1 b 'V11'11 'W bb fl'W'W~ bfli'LI 

(Correct processing in applications ) 

(Cryptographic controls) 

~.cs:'. m1r1~1..:iffn:u~t1fl..:i'Li'1fl~ilv 1Vfnu1 vl~ 
"1Jfl..:J1~'U'UvflVfu~fl11 (Security of system files) 

~.ct m1?1~1..:i A11:u~'Ufl..:J'Li'1fl~ilv611V1-ru 
m~u1'Um11 'Um1~w.i'U11~uu bb'1~m~u1t1m1 

m:Jum.~'U (Security in development and 

support processes) 

~-b fl11'U~Vl11~~fl11-tifl..:J 1 Vl1b 'Ue'J1i~bb1{ 

bb'1~61!flvl~hn1 (Technical Vulnerability 

Management) 
Q. Q,/ tfcj .::I ii Q,/ 

~. n11'U1'V111'1~n11b'VllJ!n11W'Vlbm.116tlfl{ln'U 

f11111~'1JfNtl~ei~.fi'v"tlei.:iei.:if1n1 (Information 

security incident management) 
' ' ti.® fl1111V..:J1'Ub'Vl~fl11UJ bb'1~~~flfl'U 

~b~moifmnufl11:u~'Ufl..:J'Lim1~ilv (Reporting 

information security events and weaknesses) 

.:::;:t Cl.I I ti CV Q..I d dil 

- :U fl11 bbCJ fl bbV~ bb'1 ~lil~Vl:l.Jd ~Vl:Ufl11 b "1111Vl?l'Utu"1111 V"1lfl"1Jfl..:J 
'IJ "' 

~~ bb'1 bb'1~m off1~uu bb'1~~'l111 U1 off nub~flilfl..:int1m1b·ih~..:i 
'U'U 'U 'U 

?111?1'U b 'Vll'l"llfl..:J bbfl'VfV'l~ bfl<1J'U l~ V 1:iJ1Ji'fo fl'Utu1~ 
'"' 

LJ1~b.fl'Vl'Wfl'W1 bb'1~fl11LJiju1\..:i1'Ulil1fll.Jflfl'1.f11V'Uflfl 

Vl~1v..:i1'U b~fliifl11boif1mvh..:i1'Umv1'LI'Vl~1v b-ti'U m1Vf1:u 

'l11fl'Limruboif11U1'U-«'U~ Vl~fl u~b1ru~n1Vl'U~ iim1"il1n~ 
' 

-tifl..:J'V11..:Jfl11bzjfl:U~fl bfl~fl"ll1V Vl~fl1~'U'U?l11?1'Ub 'V11'11 m off 

bvJ1~"il1bll'U 

- iim~'U1'Ufl11b ~fl 1 Vlm1~~Vl1 bb'1~m1~w.i'U11~uu 
?111?l'Ub'V1131 1Ji''Wlil 11ru1~..:i'lJ1~b~'U'V11..:JJi'1'U fl11:U~'U fl..:J 
'Li'1fl~il v b llt1fl..:if'i'LJ1~flfl'U-«mn'U~611ri'ru ... "' 
- iim1ilfl..:in'Ufl11:ue:l ~'Wm~ 1 'LI?l11?1'Ub'V11'1 m1?1 tu'Vl1V"1lfl..:J 

'IJ"' 

?111?1'Ub 'Vll'l fl11b 'lJ~V'Ubb 'lJ'1..:J?l11?1'Ub 'Vll'l l~V 1:iJ1Ji'fofl'Utu1~ 
'"' 

Vl~flfl111 off ..:i1'U?111?1'Ub 'V11'1~~1~t:1LJ1~?1..:Jf0l ~fl ii-fr'U~fl'Ufl11 
' 

~ I • I 0 a 
m11il?lfl'U ~..:Jbb~ input, process, output lil'Ufl111il~?l1b11il 

flflfl:U11 'Wt,'Libb 'U'U bb fl'W'W~ bfloff'U~'W~fl:U 1 off..:i1'U 
d Cl.I v II dil cu v i.I 

- :Ufl1~'U1'Ufl111fl~1fl11:U'1'U"1Jfl..:J"1lfl:U'1 V'UV'U~1~'U"1Jfl..:J[:..l 
'IJ 'IJ 

~..:i-irfl:u'1 Vl~fl-r fl~1fl11:ut:1fl~fl..:ir1:uu1ru"11fl..:i-ilfl:u'11~v1 off 
'U 'U 'U 'U 

.c:.,.c:;:,I ii Q.J ii 

1um1m1b"1111V1?1"1lm,J'1 

- iibbt11'V11..:ib ~fl?1~1..:im1:u~'Ufl..:i'Li'1fl~ilv 1Vlnu1vl~~1..:i1 
"1Jfl..:J1~'U'Uvfl Vl'U~fl11 
- iiit5m1Vl~flm~u1'Um1b~fl-rfl~1f111:u~t1fl..:i'Li'1fl~ilv 
611V1fo61!flvl~ bb11 bb'1~?111?1'Ub 'Vll'l"ll fl..:J1~'U'U 

- iiit5m1bb'1~m~'U1'Ufl11 b~fl'1~fl11:Ub~V..:Jlil1flfl11 h:u~ 
1~vm~v-tifl..:i 1 Vl1V11..:ib 'VlflUfl~iim1b[:..lmb 'W~ Vl~fl~'W:u'W1 'U 

r1mt1Vi~1..:i 1 

- iim~1m1b~fl 1Vf m~ m1ru' bb'1~lil~Bfl'U~b~m-ilfl..:inum1:u 
' ' 

~'LI fl..:J'Li'1 fl ~.n v ~ m~uur111?1'Ub 'Vll'l"ll mfl..:if'i' m 1Ji'-ru m1 

~1 b 'Ll'U m1'¥1~ fl~ fl ..:i 1 'LI-ti1..:i1~ v~ b 1m'V1 b Vl:l.Jl~?l:u 



~.iv m1u~V!11~~fl1'mr;:i:::m1tl~uth·rnm'll 
' 

~ e:i b Vl"1 m1 ru~ b~ CJ1.rre:i \lnu rn1:1..J~'Wf1\ltlr;:i e:i~il CJ 
' 

(Management of information security 

incidents and improvements) 

@o. fl1';j\J~Vi1';ifl'J1:1.J~m Uei~ 11.rn1';i~1 b U'L!~1'LI 
'lltl~t1~f'1m (Activity continuity 

management) ., 
(9)0.(9) ifriie:i~'Um'Wii11Vl~um1u~V!111"111:1..Jl'l .... 

mtie:i\l1 'Wfl11~1b U'U\l1'W'lJB\lB\lflm (Information 

security aspects of activity continuity 

management) 

@@. fl1<;j'IJ~Uivi1:1.J'ti'ein1V1'L!~ (Compliance) 

(9)(9). (9) m1tJ5u&1 "11:1..J-rre:i rl1Vl'U~Vl1\lfl{]Vl:l..J1CJ 

(Compliance with legal requirements) 

<9l<9l.lv m1tJ5u&1"11:i..J'W1CJ'U1CJ :1..J1"1';i~1'U 1°111:1..J 

~'Wf1\ltlr;:ie:i~il mbr;:i:::.rre:in1V!'W~ vi1\lbVlf1Uf1 

(Compliance with security policies and 

standards, and technical compliance) 

(9)(9). rn fl1';i"111 "iltl1::: bil'W1:::uu?111?1'Ub vii"! 

(Information systems audit considerations) 

• 

- \vmi -

' ' ' 
u~V!11~ ~ m1 b Vl"1 m1ruV1 bfl CJ1.rre:i\l nu 1°111:1..l~'W 1°1\ltlr;:ie:i~il CJ 

' 
~1'\ll~u?111?1'UbVll"l.n1CJ 1 'W'Vltl1CJ b"li'W bbf;.J'Wm1u5mb~mn~ 
b'Vl"1tlflb5'W 

'' 

- iii'W "1 B'Ub ~BUB\l tl'W m1&1 ~oLJ~ Vl~Bfl11V!CJ~'1l ::r fl'lJB\l 
' 

n"il m1:1..J~1\l 6] eJ'Ub U'Uf;.Jr;'l:1..J1"il1fl m1'1:1..J b V!m'Vl~B'Vl1 CJ'W:::~:ii 
~m:::'U'U?l11?1'Ub Vll"l bbr;'I::: b ~B 1 Vl?l1:1..J11t1tl1:::'U'UflGi''U~'Wl.J11~ 

'U 

- ii bb 'W1Vl1\lUB\l n'U fl11Vl~ m~ CJ\l m1r;:i::: bil~.rre:in1V!'W~ 
vi1\lfl{]Vl:1..J1CJ 1:::b-dCJuu5u11 -rre:in1Vl'W~ 1 m1qiqi1 bbr;'I::: 

.rre:in1V!'W~Vl1\l~1'Uf111:1..J~'Wf1\ltlr;:ie:i~.ti'CJ~'W'l 
- :iim"11m1b~e:i1V!1:::uublJ'W1tl"11:1..J'W1CJu1mbr;:i::::1..J1m~1'U .... 

1°111:1..l~'Wfi\l tlr;:ie:i~il CJ .rre:in1V!'W~Vl1\l b Vlf1Uf1'llB\l'V!U1CJ\l1'W 

- iim"11fl11b ~e:i 1 V!m1"111"iltl1:::w'U1:::uu?111?1'Wb vil"11~ 
tl1:::~Vl~.fl1'W?l\l?I~ bbr;'l:::iifl11bbVl1flbb61.1\l Vl~B'Vh 1 VI 

'U ' 

'Ill CJ ~'1l:::r fl~ e:i m1tl n u1111'1! fl 111! e:i CJ~?!~ 
' d.I ' 



(i). fl1111'rlim.11'l.mTatl~u~.:i1'L! 

(9).(9) i1m1~~v11bbi:.J'Wfl11u5'l.J1i .. nu1~ti~~'l.!bb"'~ 
1~ti~tJ1unm~~?fB~fl~eJ.:in'U'W1ti'U1tJ i:.J'U.'\111. bb"'~ 

C9>.lv iJm1n1Vl'W~Vl'li1tifo~~'l!B'UVl~fl Vl'li1ti 

1''U~~'l!B'U1B~ Vl'li1titJ5'U1i VlU1ti?f'Ll'U?f~'W 

(9).bfl V1ti1titJ5'1J~i1fl11:wb .LJ1 hn11n'<il V11!1~ 
bb"'~m1:wfo~~'l!B'U 1 um1~1 btJ'W~1'W"llB~VlU1tJ 

C9>.<i' iJ-LJ'mhn~~1u~'UtJ1~mrum m um1 

tJ5'U1i~1'WVl~B hJ 
®.ct i1m1n1Vlu~1~1ei'U bb"'~11ti~1ui:.i"' m1 

tJ5'1J~ m:w bbi:.J'W m1u5mi~1'W"LJB~Vl'li1 ti 

C9>. b iJ~~fl11:W?f11111'11 'Wm1!J flB'U1:W 1 Vlfl1~~ 

~"'i1fl11:wifl11:w?11m1'11 'Wm1u5u~~1'W 

., 
mn:fiu 

(9).~ ilm1tJ1~'l!:wVl'li1m~ti1.Uei~eiEJ1~l9im~m 
' 

bYlBU1~?f1'W~1'Wbb"'~ bbm "lJUqjVl1~bn~~'W 1 'Wfl11 

tJ5'U1i~1'W 

C9>.C9lo n1~~~"'"llB~Vl'li1 tii1fl11:Wb .LJ1h1 u 

bbi:.ium1u5'U1i~1u~V1t11ti~~v11 
(9).(9)(9) VlU1tii11~'U'Ufl11bzjB:W1ti~°1l11?111 ~ 

?11:w11mi:.i mbvr':i~'<ii'1b.Uu1tJEi'~Vl'li1ti~b~ti1-LJ'ei~1~ 
eiEJ1~iJtJ1~~'V1Bm~ 

dil I ..::it, dil Q.J ..::i, 

~m1eiu b'll'W ~1'Wfl"ilfl11~m1eiu '<il~fl"ilm1:w 

bVi~~1~bnti1~ ~1utJ1~'1!161:w~u6 ~1uu5'U1im1 

~1911'Vlti1 ~1'W'U11b'V11?11u11ru.n'til9i1~ 1 
~ 0 .<::;::,, i.I Q.J V 6" I Q.J 

-:w bb 'W'd'\111~ fl11~1 b 'W'W fl11?f11~fl11:W?f:W~'Wi511:W fl'U 

VlU1ti~1'W.fl1fl1'~ .fl1flbBfl'll'W bb"'~m"''ll'W1 'W~'W~ 
"' 

- i1m1n1Vlu~Vl'li1ti~fo~~'llei'Umti 1u'Vl'li1ti bb"'~n 
m1bb tl~~1u~1u 1um1u5miei81~-ti~ b '<il'W 

- VlU1tJ?f11111'1~1 ti'VlB ~'LI 1ti'U1ti~m1tJ5mi1~eiEJ1~ 

\]fl~B~ bb"'~iJfl11:Wb zjB:W 1ti~fl'U.fl11fl'<il"llB~VlU1tJ 
- ?11m1'1'U1V111~~m1m11i~'UtJ1~mru1 Vf?11:w11'1 

u5mi~1u 1~1911:wb-U1V1mti 

- VlU1tiilm1:w?11m1'11'Wm1!in~m'f1B'U1:W1 Vf n1~~ 

~"'nm1:wifl11:w?11m1'11 um1u5mi~1u~1u 

fllilfl11~m~B'W 1Vlfl'Url1~~~"'.fl1tJ1'WVlU1mB~1~ 

~1bb'Vl'li~~1u 

- ilm1"5'~tJ1~'l!:wVl'li1m~ti1-LJ'ei~hJ11lil~bU'W 'W"ll\91. 
' I dil I I I dil dil 

"lJB~Vl'W'dtJ Vl1BVl'W1tJ~1'W.fl1tJ'WBflBtJ1~\91Bb'WB~ b~B 

u1~?11u~1mb"'~bbm"LJu 111Vl1~bn~~u 1 um1 

tJ5'U1i~1'W 

- n1~~~"'"llB~Vl'li1ti?f1m1'1unmi~1u1~'U11~G11b ~lil 

l911:w~1~1~/1191'1U1~?f~~ 
' 

bb"'~tJ1~'ll161:w~ufin'<ilm1:wl9i1~1 "LJei~ '\111. 1Vfn'Un~:w 

~-r'U'U1m1bb"'~~n~1u 1~~1'Wb~tJ"lJei~nei~~~b~ei 1 VI 
'U 'U 

vY1fi~1~tibo~1~mi:wb-lJ1V1mtiVl~n"LJei~bbl9i"'~n'<ilm1:w 
' 

- ilb 1'U 161!1911 um1b zjei:w 1ti~iei:w"'°1l11?111bb"'~n?tmu~ 
'U 

bU'WUlilliluu 
' 



®.®Iv i1rn1tJ5u~'l1'Uil1'Un"ilrn1'V'lm~eru hi ~ - i1rn1~~v1111tJ'l1'U1 bri11~~m1l.l'11b ~"il"tleJ'lrn1 

?11"tl11ile:i~1'1i1tl1~~Vl6.fl1'\Al ~1'1~1l.Jn'J'Ell.J1~tJ~b1m vl1blJ'U'l1'U "il1nfl111 '1l~1tJ 'ltl.(PART) ~1lJ~1il-r'tJ 

~ "' - rn1n"ilrn1'V'lm 1B'U 

- rn1tJ5lliirn1~~1vitJ1 

- rn1tl1~"11161l.J~'Ut5 

- rn1·1hmV1~e:itl1~"111"1!'U 

- rn1bi'Je:i'I 1 'WVIU1tJVlV!11 
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